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Protected Interoperable File Format

A standard for delivery of audio-video content

1. Scope and Justification

This specification defines a standard multimedia file format for delivery and playback of
multimedia content. It includes the audio-video container, stream encryption, and metadata to
support content delivery for multi-bitrate adaptive streaming, optionally using a standard
encryption scheme capable of supporting multiple DRM systems.

Although designed primarily for use in multi-bitrate adaptive streaming scenarios, this
specification also has applicability for a wide range of other content delivery mechanisms,
including:

= Second session or digital delivery of standard definition or portable media content from
an optical disc to a PC or a portable device

»= Internet download of multimedia content

= Broadcast download of multimedia content

» Progressive download and playback of multimedia content
» Side loading of multimedia content onto portable devices

= Storage, transfer and playback of multimedia content on flash memory media

The Protected Interoperable File Format (PIFF) is an ISO Base Media File Format brand [ISOFF].
The functional justifications for this brand are twofold:

1. Enabling DRM interoperability and extensibility
2. Providing a single encoding format appropriate for download, broadcast, streaming and
multi-bitrate adaptive streaming.

Although envisioned primarily as a compatibility brand, content may be created with PIFF
designated as the major brand.

This specification, combined with a specification for adaptive bitrate streaming [ABRSS], and
industry accepted codec profiles for high, standard and portable definition output resolutions can
provide the foundational basis for a truly interoperable online audio-video distribution standard.

2. References

The normative references are those industry standard specifications which PIFF references
and/or builds upon. The informational references are for the most part internal Microsoft
specifications.

2.1 Normative References

[AES] “Recommendation of Block Cipher Modes of Operation”, NIST, NIST Special
Publication 800-38A, http://www.nist.gov/

[ISOFF] ISO 14496-12: Information technology — Coding of audio-visual objects — Part
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12: ISO Base Media File Format

[AVCFF] ISO 14496-15: Information technology — Coding of audio-visual objects — Part
15: Advanced Video Coding (AVC) file format

[H264] ISO 14496-10: Information technology — Coding of audio-visual objects — Part
10: Advanced video coding

[AAC] ISO 14496-3: Information technology — Coding of audio-visual objects — Part 3:
Audio

[ISOTXT] ISO 14496-17: Information technology — Coding of audio-visual objects — Part
17: Streaming text format

[RFC2119] “Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March
1997, http://www.ietf.org/rfc/rfc2119.txt

[ISOLAN] ISO/IEC 639-3:2007 Codes for the representation of names of language — Part
3: Alpha-3 code for comprehensive coverage of languages

[X667] ITU-T Rec. X.667 (09/2004) | ISO/IEC 9834-8:2005, Information technology —
Open Systems Interconnection — Procedures for the operation of OSI
Registration Authorities: Generation and registration of Universally Unique
Identifiers (UUIDs) and their use as ASN.1 Object Identifier components,
http://www.itu.int/ITU-T/studygroups/com17/0id/X.667-E.pdf

2.2 Informational References
[MP4RA] Registration authority for code-points in the MP4 family, http://www.mp4ra.org
[ABRSS] [IS Smooth Streaming Transport Protocol, Microsoft published adaptive bitrate

streaming protocol, September 8, 2009.

3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”,
“‘SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be
interpreted as described in [RFC2119]. That is:

= “‘MUST”, “REQUIRED” or “SHALL”, mean that the definition is an absolute requirement of
the specification.

= “MUST NOT” or “SHALL NOT” means that the definition is an absolute prohibition of the
specification.

=  “SHOULD” or “RECOMMENDED” mean that there may be valid reasons to ignore a
particular item, but the full implications must be understood and carefully weighed before
choosing a different course.

lrev5 (F)
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=  “SHOULD NOT” or “NOT RECOMMENDED” mean that there may be valid reasons when
the particular behavior is acceptable, but the full implications should be understood and
the case carefully weighed before implementing any behavior described with this label.

= “MAY” or “OPTIONAL” mean the item is truly optional.

3.2 Terminology

Adaptive bitrate
streaming

AES

Annex B

Atom

Box

CBC mode

Chunk

Container box

Cryptographically

Random

CTR mode

Hint Track

| Frame

IDR Frame

ISO Base Media
File

v

lrev5 (F)

Dynamically varying the video bit rate to provide continuous playback at the
highest quality that available bandwidth and client rendering power will
support.

The Advanced Encryption Standard (AES) is comprised of three block
ciphers — AES-128, AES-192 and AES-256. See [AES].

Annex B of [H264] specifies a framing format for H.264 so that it may be
used by containers which do not provide the required framing found in
[I[SOFF]; e.g. MPEG-TS.

See Box.

Object-oriented building block defined by a unique type identifier and length
(also called an Atom).

An AES encryption mode. In Cipher-block chaining (CBC), each block of
plaintext is XORed with the previous ciphertext block before being
encrypted.

A contiguous set of samples for one track.

A box whose sole purpose is to contain and group a set of related boxes.
Unpredictable, in that no polynomial-time algorithm, given any sequence of
bits, can guess the succeeding K bits with probability greater than %2"K +

1/P(K) for any (positive) polynomial P and sufficiently large K.

An AES encryption mode. Counter (CTR) mode turns a block cipher into a
stream cipher.

Special track which contains instructions for packaging one or more tracks
into a streaming channel.

An | frame is a full frame in an MPEG video stream.

An IDR frame is a special kind of | frame defined for MPEG-4 AVC
encoding.

File format defined in reference [ISOFF].

An initialization vector (IV) is a block of bits enabling multiple instances of a
stream or block cipher to produce unique streams despite using the same
encryption key.

Copyright © 2010 Microsoft Corporation 3
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Late Binding Muxing an alternate track at the client device, rather than during the
authoring process.

Media Data Box Container box which holds actual media data for a presentation (‘mdat’).

Movie Box A container box whose sub-boxes define the metadata for a presentation
(‘moov’).

Movie Fragment A movie fragment extends the presentation in time (see [ISOFF] for more

information on the construction of fragmented movies).

NAL The Network Abstraction Layer (NAL) is part of the H.264/AVC standard
[AVCEF]. It specifies a “network friendly” video representation.

PIFF Protected Interoperable File Format. An ISO Base Media File Format ‘code
point’, defining a file format brand for which is DRM-interoperable and
appropriate to local playback, streaming and adaptive streaming.

PPS Picture parameter set. An active picture parameter set remains unchanged
within a coded picture. See [H264].

Presentation One or more motion sequences possibly combined with audio.

RTP Real-time Transport Protocol. A packet format standard for delivering audio
and video over the Internet.

Sample In non-hint tracks, a sample is an individual frame of video, a time-
contiguous series of video frames, or a time-contiguous compressed
section of audio. In hint tracks, a sample defines the formation of one or
more streaming packets. No two samples within a track may share the
same time-stamp.

Sample Structure defining the format of some number of samples in a track.
Description
SPS Sequence parameter set. An active sequence parameter set remains

unchanged throughout a coded video sequence. See [H264].

Track Collection of related samples in an ISO base media file.

Track Fragment Within a movie fragment, there is a set of track fragments, zero or more per
track (see [ISOFF] for more information on the construction of fragmented
movies).

UuID Universally Unigue Identifier (UUID). Extensibility mechanism described in

[ISOFF] and conforming to [X667].

3.3 Notation

This document uses a class based notation with inheritance (see also [ISOFF] and [ISOTXT]).
The classes are consistently represented as structures on the disk and on the network as follows:
the fields of a class appear in the disk structure in the same order they are specified, and all fields
in a parent class appear before fields for derived classes.

lrev5 (F) Copyright © 2010 Microsoft Corporation 4
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For example, an object specified as:

aligned(8) class Parent (unsigned int(32) pl value,
., unsigned int (32) pN value) {
unsigned int(32) pl = pl value;

unsigned int (32) pN pN_value;

}

aligned(8) class Child (

unsigned int(32) pl value, ... , unsigned int (32) pN value,
unsigned int(32) cl value, ... , unsigned int (32) cN_value)
extends Parent (pl value, ..., pN value) {

unsigned int(32) cl = cl _value;

unsigned int (32) cN = cN_value;

Maps to:

aligned(8) struct {
unsigned int (32) pl = pl value;

unsigned int (32) pN = pN value;
unsigned int(32) cl = cl value;

unsigned int (32) cN = cN value;

When a box contains other box(es) as children, child box(es) always appear after any explicitly
specified fields, and can appear in any order (i.e. sibling boxes can always be re-ordered without
breaking compliance to the specification).

4. Introduction

The principal PIFF enhancements to the ISO Base Media File Format specification are support
for seamless switching of alternate bitrate tracks for multi-bitrate adaptive streaming, and support
for multiple DRM technologies in a single container file.

=  Support for seamless switching of alternate bitrate tracks is accomplished by using the
fragmented movie structure [ISOFF] and constraining container box settings to
accommodate adaptive bitrate streaming (see also [ABRSS)]).

= Multiple DRM support is accomplished by defining a standard encryption method, and by
creating three new “uuid” boxes — the Protection System Specific Header Box, the Track
Encryption Box, and the Sample Encryption Box.

The standard encryption method is AES 128 bit in either CTR mode or CBC mode, with a
specified method for setting the initialization vector. By standardizing the encryption algorithm in
this way, the same file can be used by multiple DRM systems, and multiple DRM systems can
grant access to the same file thereby enabling playback of a single video file on multiple DRM
systems. The differences between DRM systems are reduced to how they acquire the decryption
key, and how they represent the usage rights associated with the file.

lrev5 (F) Copyright © 2010 Microsoft Corporation 5
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The data objects used by the DRM specific methods for retrieving the decryption key and rights
object or license associated with the file are stored in the Protection System Specific Header Box.
Any number of these boxes MAY be contained in the Movie Box (‘moov’), each corresponding to
a different DRM system. The Boxes and DRM system are identified by a SystemID. The data
objects used for retrieving the decryption key and rights object are stored in an opaque data
object of variable size within the Protection System Specific Header Box.

In addition to the consumer benefit, there is a significant supply chain improvement which results
from making the container and encryption mechanism common to all DRM systems. Encoding
and encryption of the movie can be done prior to insertion of any protection system specific
header boxes. Space for these boxes can be reserved by using the free space box, so that
offsets are preserved. The protection system specific header boxes can then be added as a late
provisioning step, and additional protection system specific header boxes can be added at a later
date.

Decryption is initiated when a device determines that the file has been protected by a stream type
of ‘encv’ (encrypted video) or ‘enca’ (encrypted audio) — as is described in the ISO Base Media
File standard [ISOFF]. The ISO parser examines the Scheme Information box within the
Protection Scheme Information Box and determines that the track is encrypted using the PIFF
scheme. The parser then looks for a Protection System Specific Header box that corresponds to
a DRM which it supports. It uses the opaque data in that box to accomplish everything required
by the particular DRM system to obtain a decryption key, obtain rights objects or licenses,
authenticate the content, authorize the playback system, etc.

Using the key it obtains and a key identifier in the SampleEncryptionBox, which is shared by all
the DRM systems, it can then decrypt audio and video samples reference by the
SampleEncryptionBox using the decryption algorithms defined in section 6 of this specification.

The PIFF specification defines support for late binding or late muxing of alternate audio and video
content. This enables receivers which support legacy or emerging codecs to use late binding to
decode those streams at playback, while not burdening devices without support of those codecs
with the additional download cost. It also enables such consumer features as downloading new
audio tracks — e.g. a director commentary — without re-authoring that new audio track with an
already downloaded video track. The muxing can take place realtime at the client device, and the
multiplicity of authored SKUs becomes unnecessary.

5. Protected Interoperable File Format (PIFF)

The PIFF specification is a code point on the ISO Base Media File Format container specification
[ISOFEF]. The ISO file format is widely implemented on PCs and devices and allows for flexibility
and interoperability.

Table 1 shows the PIFF Box type, structure, nesting level and cross references. The extensions
to the ISO standard are shaded gray. References are provided for the definition of all boxes. The
highlighted boxes are additions (uuid) for the PIFF specification — The Sample Encryption Box
and the Protection System Specific Header Box. The Track Encryption Box is not shown since it
is part of the Protected Sample Entry within the Sample Description Box.

Table 1 Protected Interoperable File Format (PIFF) brand

NESTING LEVEL

2 3 | 4 Description
ISO File type and
ftyp 4.3 | compatibility

lrev5 (F) Copyright © 2010 Microsoft Corporation 6
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NESTING LEVEL

0 1 | 2 | 3 | 4 5 SRC  Description
MmooV ISO container for all
8.2.1 metadata
ISO movie header
mvhd 822
. Protection System
o sad Specific Header Box
trak ISO g:or_ltginer for
8.3.1 individual track
ISO track header
tkhd 8.3.2
tref ISO track reference
8.3.3 container
mdia ISO container for media
8.4.1 information in a track
ISO media header
mdhd 8.4.2
hdir ISO declares the media
8.4.3 | handler type
minf ISO media_l information
8.4.4 container
vmhd ISO video media header
8.4.5
smhd ISO sound media header
8.4.5
Null media header,
ISO . ;
nmhd 845 overall information,
o some tracks only.
dinf ISO data information box
8.7.1
data reference box,
ISO
dref 8.72 declares source of
T media data in track
ISO Sample table box,
stbl 873 container for the
o time/space map
ISO Sample descriptions
stsd 852 (codec types,
o initialization, etc.)
Stts ISO decoding, time to
8.6.1.2 | sample
ctts ISO Composition time to
8.6.1.3 | sample
stsc ISO sample-to-chunk
8.7.4
stsz ISO sample sizes
8.7.3
ISO compact sample
stz2 8.7.3 sizes
stco ISO chunk offset
8.7.5
co64 ISO 64-bit chunk offset
8.7.5

lrev5 (F)
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NESTING LEVEL

0 1 | 2 | 3 | 4 5 SRC  Description
ISO movie extends box
mvex 881
mehd ISO Movie extends
8.8.2 header
trex ISO track extends
8.8.3 defaults
ISO movie fragment
moof 8.8.4
ISO movie fragment
mind 8.8.5 header
ISO track fragment
traf 8.86
ISO track fragment
tihd 8.8.7 header
trun ISO track fragment run
8.8.8 box
Sdt ISO independent and
P 8.6.4 | disposable samples
iG] 532 gg)r(nple Encryption
ISO media data container
mdat 881
ISO free space
free 812
. ISO free space
skip 8.1.2 P
mfra ISO movie fragment
8.8.9 random access
tfra ISO track fragment
8.8.10 | random access
mfro ISO movie fragment
8.8.11 | random access offset

5.1 PIFF File Structure

The PIFF File Structure consists of two top-level Boxes: the Movie Fragment (‘moof’) Box for
metadata, and the Media Data (‘mdat’) Box for samples.

Time spans are specified integer multiples of an increment known as the TimeScale and specified
in the high-level metadata for the file [ISOFF].

The disk format for media is a specific layout of the ISO Base Media file format, and the network
transmission can be a contiguous set of bytes corresponding to a movie fragment, copied directly
from the file.

lrev5 (F) Copyright © 2010 Microsoft Corporation 8
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Media Dat:
Movie Fragment (‘moof') (e'mI:at?) =

Movie Fragment o
Header ('mfhd’) Track Fragment ('traf')

Independent
Track and
Fragment Tr;zknl?::rgumn%nt Disposable
Header ('tfhd') Samples
(‘sdtp’)

Sample
Encryption

Figure 1 PIFF File Structure

The disk format used is based on the fragmented movie file format [ISOFF]. The organization of
the disk file is as shown in Figure 2.

File Type
(‘ftyp’)

Fragment x Movie Fragment

Movie (‘moov’) [# fragments] Random Access (‘mfra’)

5.2
The PIFF

Track Movie
Track Fragment Fragment
("trak') x Random Random
Access Access
(‘tfra') x [# Offset
tracks] ('mfro')

Movie Extends (‘'mvex')

[# tracks]

Movie
Extends
Header

(‘mehd’)

Figure 2 PIFF disk file organization

PIFF Constraints on ISO Base Media File Format

brand sets constraints on the use of the ISO Base Media File Format to assure that the

encoded files can readily be used for multi-bitrate adaptive streaming.

Those constraints are captured in this section.

5.2.1 File Type box (‘ftyp’)

1lrev5 (F)

The PIFF brand is 32 bits (4 octets) wide with the hexadecimal value 0x70696666
(‘piff’).
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52.2

5.2.3

524

525

5.2.6

Protected Interoperable File Format (PIFF)

e Files conforming to the PIFF specification MAY use the PIFF brand as the major
brand in the File Type box. At a minimum, the file MUST include the PIFF brand as a
compatibility brand.

e Files compatible with the PIFF brand MUST include a File Type box designating a
major brand.

e The minor version field is in network byte order (Big-endian). For files conforming to
this version of the PIFF specification and using the PIFF brand as the major brand
the minor version value MUST be 1 0x00000001. Note that if the PIFF brand is used

as a compatibility brand, there are no requirements placed on the minor version field.

e For a file using the PIFF brand as the major brand, a file parser conforming to this
version of the PIFF specification MUST support the minor version value given above

Movie Header (‘mvhd’)

o The following objects must have their default value:

o rate
o volume
o matrix

Track Header Box (‘tkhd’)

The following objects must have their default value:
o Layer
o alternate group
o volume and matrix

The Track_enabled flag SHOULD be set to 0 for chapter tracks and 1 otherwise.
The Track_in_movie flag SHOULD be set to 0 for chapter tracks and 1 otherwise.
The Track_in_preview flag SHOULD be set to O for chapter tracks and 1 otherwise.

The width and height for a non-visual track MUST be 0.

Track Reference Box (‘tref’)

This box SHOULD appear only for video tracks that have a corresponding chapter track
(which is specified as a non-enabled text track), and/or a corresponding script stream
track.

Media Header Box (‘mdhd’)
The timescale is RECOMMENDED to be 10,000,000 (equivalent to increments of 100
ns). If a different value is used, then the timescale MUST be the same for all video tracks.

If the language is unknown or the content is language-neutral, the [ISOLAN] code for
undetermined (‘und’) SHOULD be coded into this field. The code ‘neu’, although not part
of [ISOLAN], SHOULD be treated as a synonym of (‘und’) if encountered in this box.

Media Handler Box (‘hdIr’)
Handler_type value of ‘hint’ SHOULD NOT be used. If it is included it MAY be ignored.

1rev5 (F) Copyright © 2010 Microsoft Corporation 10
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5.2.8

5.2.9

5.2.10

5.2.11

5.2.12

5.2.13

Protected Interoperable File Format (PIFF)

The meta-box SHOULD NOT be used. If it is included it MAY be ignored.

Media Information Box (‘minf’)

The sample tables SHOULD be empty, since sample data is specified on a per-fragment

basis.

Video Media Header (‘vmhd’)

The following objects MUST only have their default value:

o version
o graphicsmode
o opcolor

Sound Media Header (‘smhd’)

The following objects MUST only have their default value
o version
o balance

Null Media Header (‘nmhd’)

The Null Media Header MUST be present if describing a text, marker, or script-stream
track.

Data Reference Box (‘dref’)

The data reference box MUST contain a single entry with the self-contained flag set.

Sample Description Box (‘stsd’)

The sample description box MUST NOT contain entries of more than one type (audio,
video, text, hint, and so on.)

Hint tracks MAY be ignored.

Sample entries for encrypted tracks (those containing any encrypted sample data) MUST

encapsulate the existing sample entry with a protected sample entry such that:
o The four-character-code in the sample entry is replaced to indicate the
appropriate protection encapsulation (encv for video and enca for audio).

o A Protection Scheme Information Box (‘sinf’) is included in the protected sample

entry that has the original four-character-code of the sample entry in the
OriginalFormatBox. The Protection Scheme Information Box (’sinf) MUST
conform to section 5.2.20.

o The original sample entry data is preserved for the decoders use once the
sample protection has been removed.

This design follows the scheme defined in the Support for Protected Streams
section (8.12) of [ISOFF].

Decoding Time to Sample Box (‘stts’)

The Decoding Time to Sample SHOULD contain no entries.
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5.2.14

5.2.15

5.2.16

5.2.17

Protected Interoperable File Format (PIFF)

Composition Time to Sample Box (‘ctts’)

The Composite Time to Sample SHOULD contain no entries.

Track Extends Box (‘trex’)

The file must be created such that each fragment stands on its own. Therefore, the
default_* value SHOULD be initialized to 0, and MUST NOT be relied upon when
constructing metadata for each fragment.

The default_sample_description_index SHOULD be initialized to 1.

Track Fragment Box (‘traf’)

The PIFF format uses one track per Movie Fragment. In other words, although 1SO Media
files have the capability of putting multiple tracks in a single Movie Fragment; each
Fragment in the PIFF file format is a video fragment, or an audio fragment, etc.

Track Fragment Header (‘tfhd’)
The PIFF format MUST use one track per fragment.

The track_ID field MUST match the track_ID for the track in the Track Header Box.
The base_data_offset field MUST be omitted.

The sample_description_index contains an index of into the Sample Description table
(‘stsd’) for this track. The Track Extends Box (‘trex’) specifies a default sample description
index. This field is rarely needed — only when the track contains multiple sample types,
and only for track fragments composed of samples that are not of the default sample
type. In other cases, this field SHOULD be omitted by setting the sample-description-
index-present field to O.

The default_sample_duration specifies the difference in decode time between each
sample. This field SHOULD be set for video tracks with a fixed frame rate. When the
default_sample_duration is used, samples typically vary in size, so a per-sample
sample_size is set in the Track Run box (‘trun’), and the default_sample_size field is
omitted.

The default_sample_size specifies the size of each sample in bytes. This field SHOULD
be set for audio tracks using a fixed-size-per-sample encoding. When the
default_sample_size is used, samples typically vary in duration, so a per-sample
sample_duration is set in the Track Run box (‘trun’), and the default_sample_size field is
omitted.

In the track fragment flags (tf_flags):

o The sample-description-index-present flag SHOULD be set to 0 and the sample-
description-index SHOULD be omitted.

o The default-sample-duration-present flag MUST be set to O if the
default_sample_duration is omitted.

o The default-sample-size-present flag MUST be set to 0 if the
default_sample_size is omitted.

o The default-sample-flags-present flag MUST be set to 0 if and only if the
default_sample_flags is omitted.

o The base-data-offset-present and duration-is-empty flags MUST not be used.
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5.2.18

5.2.19

5.2.20

Protected Interoperable File Format (PIFF)

Track Fragment Run Box (‘trun’)

If this Track Fragment uses samples of varying size, the sample-size-present flag MUST
be set and sample size MUST appear in the sample_size field for each sample.

If this Track Fragment uses